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Document Encryption Through Asymmetric RSA
Cryptography

Abstract—With advances in technology like today,
documents can be sent digitally via the internet media.
An important problem faced in sending digital
documents is that often documents sent can be accessed
by parties who do not have the authority over these
documents. The solution to this problem is to secure
digital documents before transmission. One of the
methods to secure data is cryptography. Cryptography
with asymmetric keys is the strongest data security
technique to use. One of the most widely used
asymmetric cryptography is the RSA (Rivest-Shamir-
Adleman) algorithm. The type of documeni that is
encrypted is the most commonly attached document
when sent e-mails. The document types are .doc: .ppl,i,
xlsy, .pdf, .jpuLand p4. In the encryption prdcess,

public key and 'a private key will be generated which can
be sent separately by sending encrypted digital
documents. The decryption process for digital documents
is carried out from the receiving end of the document
using a private key generated in the encryption process.
The encryption result has a size larger than the original
file size because it has been encoded in another form
according to the RSA algorithm. The longer and bigger
the input size, the longer it will lake%qﬁ!rzﬁ-ﬂn_

encryption.

Keywords--Cryptography,
Document.

Encryption, Decryption,

I INTRODUCTION

The advancement of information technology today has
provided many benefits in everyday life, both for individuals
and organizations. Technological advances are characterized
by easy and fast access to information LEelch individual can
exchange information in seconds even though the distance is
quite far. This convenience is of course accompanied by
challenges, namely the security of information exchanged.
The easier access to information is, the less secure it will be.
Information security includes 3 main aspects, namely:
confidentiality, data integrity, and availability [1].
Confidentiality is related to the assurance that information
can only be accessed by those who have authority over the
information{ Data integrity relates to information received by
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authorized rccipicnls\’hal\ii:llacl and free from changes by
unauthorized parties. Avathability, namely the assurance of
system services for authorized parties

The study of data security is cryptography. According to
Rodriguez-Henriquez, cryptography is a discipline that
studies mathematical techniques related to information
security, such as providing security services in the form of
confidentiality, data integrity, authentication, and nor
repudiation (cannot be denied) [2]. Until now, variou
cryptographic algorithms have been found to secure data.
Cryptographic algorithms can be classified into 2 based on
the key, namely the symmetric key algorithm and the
asymmetric key. The symmetric key only uses a secret key
that is the same between the sender of the message and the
recipient of the message. The message is encrypted
(encoded) and decrypted (decoded) with a secret key so that
both the sender and receiver will share a secret key. In an
asymmetric key, the sender and receiver use different keys
[3]. If a message is confidential and only has the right to be
known by the recipient, then the recipient will give the
public key that has been generated from the private key to
the sender. The sender then encrypts the information with
that public key. When the recipient receives an encrypted
message, the recipient will decrypt it using his private key.
The use of this asymmetric key is very widely used today
because the recipient does not need to give the secret key to
other parties so that only the recipient knows the key.

Nowadays, the use of asymmetric keys is becoming more
and more common. Various asymmetric key algorithms have
been widely known, among which the most widely used is
Rivest-Shamir-Adleman (RSA). Various studies on the RSA
algorithm have been carried out, including Chandel and Patel
conducting a literature review to encrypt image data, and it
was found that RSA is good for doing it [4]. Parkin 2003
conducted a study to use RSA as a digital signature in e-
commerce transactions [5]. Shen in 2009 carried out an
object-based implementation to accelerate the RSA
algorithm [6].

In this study, the implementation of RSA was carried out
in  document form information. This algorithm is
implemented to be able to secure data in documents so that
they are safe from unauthorized.




II. RESEARCH METHOD

The data in this study were document text files in the

.docj‘ xlsxl,_pdf format. ppt, .jp:j and iznp4 The document
file will bel opened with the built' applikation, they will be

decoded with the RSA encryption algorithm. The results of

each encryption will be saved into a text file with text
format. When the end-user receives the file and will do the
decryption, the opposite of the encryption algorithm used
previously. For each encrypted text file, the encryption time
will be calculated based on the length of the key used and the
file size formed after the encryption process.

The document security system application created has
architecture as shown in Figure 1 below.
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The process of encryption and decryption of documents
following the flow chart in Figure 2 is explained as
follows:

1 {Key Forming Process:

a. Choose two prime numbers p and q, (try p> q)
lculate n=px q
Iculate @ (n) = (p-

D x (@-1)

hangethe plaintext into ASCII code

SCII tharacters are stored in blocks of bytes.

ultiply each block to get the ciphertext with the
formula: C=p *e mod n

a. Chemg_cthe plaintext into ASCII code
b ASCII characters are stored in blocks of bytes.

formula: P=c #d mod n
here are 6 types of files used in this study where all
s of files do not have size restrictions. System testing

0s that are most often transmitted through the internet.

file formats such as * f[uc, *,ppth*.xls, * pdf, * p'.j
#fnp4. This decryptiod enchyption Bpplication goal tha

cument has security so 1t can’t be accessed by
unqwthorized people

II. RESULT AND DISCUSSION

The results obtained from this study is a document
neryption  application  with  the RSA  method. This
gpplication was built using the programming language used
in building this information system is PHP using the
odeigniter Framework where the storage process is carried
out directly into the user's computer internal storage. The
results of the research are as follows:

A. Resul

The results ‘of this application have been implemented
and can be accessed online through the page:
https://rsacryptography com. The following is a view of the
document encryption application based on the RSA
Asymmetric method, on this page, there are 2 main menus,
namely Encryption, and Decryption.

Enkripsi dan Dekripsi File

Awvmmeiric Encryption

Bribrigal il it [R——

Fig.3. Main Page of RSA Asymmetric Encryption Application




For menu 1, namely the encryption process, the
document to be encrypted is input into the system and then
the encryption process will be carried out. After the
encryption process is running, the system will generate
information from the document that has been encrypted in
the form of the original file name, file type, the resulting
private and public key, the name of the encryption file, and
the time it takes in the encryption process. As seen in Figure
3 below:
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Fig. 4. RSA Asymmetric Key Document Encryption Prucce-.~|

All encrypted files are saved in .txt format. This format
is the easiest file format to transmit or send on the internet.
After the encryption process is carried out, the document and
private key can be downloaded for further use in the
decryption process. In the decryption process, the private key
plays a very important role so that the document can be

successfully decrypted back into the original document. The
decryption process is shown in Figure 4 below:

Fig.5. RSA Asymmetric Key Document Decryption Process

B. Result Evaluation Process

The test carried out is the description test of thel 6 types
of documents that are most commonly transmitted via
mternet media. When the encryption file is opened, the
original information has been encoded according to the RSA
encryption result. The insured message information is shown
in Figure 5 below:

Fig. 6. Contents of RSA Encrypted Document Files

Following the types of documents in table 1, all types of
documents are tested. The test results are shown in Table 2
below:

TABLE RESULTS OF TESTING ALL TYPES OF DOCUMENTS
. RSA
File | Fncryption | Decrypt
No | File Type Size | ThETYPHOR TYPHOR | graus
' Time Time
(KB)
(s) (s)
1 Enkripsi .ducxl 284 0.2808 0.2386 Succeed
2 [isappr] THOS35 | 0.5034 0.4411 Succeed
3 | Rabxlsfl 102 0.1018 0.1131 Succeed
4 | Usulan.gdf 1.662 1.5733 1.3877 Succeed
5 Flowchm.jps‘.{ 23 0.0274 0.0343 Succeed
6 | Videompd ' | 1.878 1.7106 1.5132 Succeed

From the testing that has been completed, all types of
documents running properly encrypted and decrypted. From
the test results, it is also seen that the larger the document
size will affect the time in| the encryption and decryption
process. In this system, there are no restrictions on the size of
the documents to be encrypted but in general, in the process
of sending documents through' the internet, each application
has different restrictions. So it is still recommended that the
size of the document file to be encrypted can adjust to the
application that will be used to transmit the encrypted
results. Decryption and encryption with a shorter time is
necessary so that the process becomes effective and efficient

IV. CONCLUSION,

The conclusion of this research is application software can
perform process encryption, decryption, and verification
with success, thus providing security that is an aspect of
confidentiality and data authentication. In all processes
handled by the RSA algorithm, the key size is directly
proportional to the processing time/speed. The average
Encryption time is faster compared to the decryption time.
The encryption result has a size larger than the original file
size because it has been encoded in another form according
to the RSA algorithm. The longer and bigger the input size,
the longer it will take reqal Srancry ption.
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S/V This subject and verb may not agree. Proofread the sentence to make sure the subject agrees \
the verb.

Frag. This sentence may be a fragment or may have incorrect punctuation. Proofread the sentence

be sure that it has correct punctuation and that it has an independent clause with a complete subject
and predicate.

Article Error You may need to use an article before this word.

Article Error You may need to use an article before this word. Consider using the article a.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.

Frag. This sentence may be a fragment or may have incorrect punctuation. Proofread the sentence
be sure that it has correct punctuation and that it has an independent clause with a complete subject
and predicate.

Verb This verb may be incorrect. Proofread the sentence to make sure you have used the correct fc
of the verb.

P/V You have used the passive voice in this sentence. You may want to revise it using the active vo

P/V You have used the passive voice in this sentence. You may want to revise it using the active vo
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Sp. This word is misspelled. Use a dictionary or spelichecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.

Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
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Frag. This sentence may be a fragment or may have incorrect punctuation. Proofread the sentence

be sure that it has correct punctuation and that it has an independent clause with a complete subject
and predicate.

Run-on This sentence may be a run-on sentence.

Missing "," Review the rules for using punctuation marks.

Missing "," Review the rules for using punctuation marks.
Article Error You may need to remove this article.

Frag. This sentence may be a fragment or may have incorrect punctuation. Proofread the sentence

be sure that it has correct punctuation and that it has an independent clause with a complete subject
and predicate.

Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.

Frag. This sentence may be a fragment or may have incorrect punctuation. Proofread the sentence

be sure that it has correct punctuation and that it has an independent clause with a complete subject
and predicate.

Confused You have used either an imprecise word or an incorrect word.

Proofread This part of the sentence contains an error or misspelling that makes your meaning
unclear.

Proofread This part of the sentence contains an error or misspelling that makes your meaning

unclear.
E/'.I:;’ Missing "," Review the rules for using punctuation marks.
PAGE 3
@ Missing "," Review the rules for using punctuation marks.



Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Sp. This word is misspelled. Use a dictionary or spellchecker when you proofread your work.
Prep. You may be using the wrong preposition.

Missing "," Review the rules for using punctuation marks.

Article Error You may need to use an article before this word.

Article Error You may need to remove this article.

Verb This verb may be incorrect. Proofread the sentence to make sure you have used the correct fc
of the verb.

Prep. You may be using the wrong preposition.
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