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Abstract—With advances in technology like today, documents
can be sent digitally via the internet media. An important
problem faced in sending digital documents is that often
documents sent can be accessed by parties who do not have the
authority over these documents. The solution to this problem is
to secure digital documents before transmission. One of the
methods to secure data is cryptography. Cryptography with
asymmetric keys is the strongest data security technique to use.
One of the most widely used asymmetric cryptography is the
RSA  (Rivest-Shamir-Adleman) algorithm. The type of
document that is encrypted is the most commonly attached
document when sent e-mails. The document types are .docx,
pptx, xlsx, .pdf, .jpg and .mp4. In the encryption process, a
public key and a private key will be generated which can be
sent separately by sending encrypted digital documents. The
decryption process for digital documents is carried out from the
receiving end of the document using a private key generated in
the encryption process. The encryption result has a size larger
than the original file size because it has been encoded in another
form according to the RSA algorithm. The longer and bigger
the input size, the longer it will take required for encryption.
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L INTRODUCTION

The advancement of information technology today has
provided many benefits in everyday life, both for individuals
and organizations. Technological advances are characterized
by easy and fast access to information. Each individual can
exchange information in seconds even though the distance is
quite far. This convenience is of course accompanied by
challenges, namely the security of information exchanged.
The easier access to information is, the less secure it will be.
Information security includes 3 main aspects, namely:
confidentiality, data integrity, and availability [1].
Confidentiality is related to the assurance that information
can only be accessed by those who have authority over the
information. Data integrity relates to information received by
authorized recipients that is intact and free from changes by
unauthorized parties. Availability, namely the assurance of
system services for authorized parties.

The study of data security is cryptographffAccording to
Rodriguez-Henriquez, cryptography is a discipline that
studies mathematical techniques related to information
security, such as providing security services in the form of
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2nﬁdentia1iry, data integrity, authentication, and non-
repudiation (cannot be denied) [2]. Until now, various
cryptographic algorithms has founded to secure data.
Cryptographic algorithms§§Bve been classified into 2 based
on the key, namely the symmetric key algorithm and the
asynfiliftric key. The symmetric key only uses a secret key
that 1s the same between the sender of the message and the
recipient of the message. The message is encrypted
(encoded) and decrypted (decoded) with a secret key so that
both the sender and receiver will share a secret key. In an
asymmetric key, the sender and receiver use different keys
[3]. If afRessage is confidential and only has the right to be
known by the recipient, then the recipi®t will give the
public key that has been generated from the private key to
the sender. The sender then encrypts the information with
that public key. When the recipient receives an encrypted
message, the recipient will decrypt it using his private key.
The use of this asymmetric key is very widely used today
because the recipient does not need to give the secret key to
other parties so that only the recipient knows the key.

Nowadays, the use of asymmetric keys is becoming more
and more common. Various asymmetric key algorithms have
been widely known, among which the most widely used is
Rivest-Shamir-Adleman (RSA). Various studies on the RSA
algorithm have been carried out, including Chandel and Patel
conducting a literature review to encrypt image data, and it
was found that RSA is good for doing it [4]. Parkin 2003
conducted a study to use RSA as a digital signature in e-
commerce transactions [5]. Shen in 2009 carried out an
object-based implementation to accelerate the RSA
algorithm [6].

In this study, the implementation of RSA was carried out
in  document form information. This algorithm is
implemented to be able to secure data in documents so that
they are safe from unauthorized.

II.  RESEARCH METHOD

The data in this study were document text files in the
.docx, xlsx, .pdf format, .ppt, jpg and also .mp4. The
document file will be tested with the built application, they
will decode with the RSA encryption algorithm. The results
of each encryption will be saved into a text file with text
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format. When the end-user receives the file and will do the
decryption, the opposite of the encryption algorithm used
previously. For each encrypted text file, the encryption time
will be calculated based on the length of the key used and the
file size formed after the encryption process.

In the system design process, it is necessary to make the
system process flow itselfElhe document security system
application created has an architecture as shown in Figure |
below:

Tt (X) Taxt (¥) Text (X}
Encryptien Process | Decryption Process
Public Key Frivate Key
Fig. 1. Asymmetric Key Encryption Application Architecture

In Figure 1, there are 2 users, namely A as the sender and
B as the recipient of the message. A has previously been told
the private key B. The X text document data which will be
referred to as plaintext is input into the system. The system
will encrypt X using the RSA algorithm to produce a private
key. The encryption result is a ciphertext named Y. B as the
recipient will decrypt Y using an existing private key and
obtain a text X which has the same content as the plaintext
sent by A

For more specific, the process of encryption and
decryption of documents is described in the following

flowchart:
Input
Document
C=p*"modn

Inputp and q

Output
Chipertext

Count n=p*q
Bin}=ip-

d=1+g(n)/e

Output
Plaintext

Generate
Public Key (e,n) |—
Private Key (d.n)

Fig. 2. Flowchart of RSA Asymmetric Key Encryption Application

The process of encryption and decryption of documents
following the flow chart in Figure 2 is explained as follows:

Key Forming Process:

a. Choose two prime numbers p and g, (try p> q)

47

Calculaten=pxq
c. Calculate @ (n) = (p-1) x (g-1)
d. Choose a public key that is relatively prime with @ (n)
e. Calculate the private key with SK =1+ @ (n) / PK
2. Encryption Process:
a. Change the plaintext into ASCII code
b. ASCII characters are stored in blocks of bytes.

c. Multiply each block to get the ciphertext with the
formula: C=p " emod n

3. Decryption Process:
a. Change the plaintext into ASCII code
b. ASCII characters are stored in blocks of bytes.

c. Multiply each block to get the plaintext with the
formula: P=c¢ " d mod n

The data used are 6 types of files with different formats
and for file size, there are no restrictions.

TABLE L. TyrES OF TEST DOCUMENTS
RSA
No File Type (F[l:;ﬁr;zg) Enfr?n?;ion Dec_:r?g;ion
(s) (s)

1 File 1.docx Size |

2 File 2.pptx Size 2

3 File 3.xlsx Size 3

4 | File 4.pdf Size 4

h] File 5.jpg Size 5

6 File 6.mp4 Size 6

Table 1 above shows the file types that will be used for
testing. In the testing process, the time spent in the
encryption and decryption process will be calculated for each
type of document. System testing will be carried out using
several types of documents and videos that are most often
transmitted through the internet. The file formats such as
*.docx, *.pptx, *xlsx, *pdf. *jpg and *.mp4. This
decryption encryption application goal that the document has
security so it can’t be accessed by unauthorized people.

II.  RESULT AND DISCUSSION

The results obtained from this study is a document
encryption application with the RSA method. This
application was built using the programming language used
in building this information system is PHP using the Code
Igniter Framework where the storage process is carried out
directly into the user's computer internal storage. The results
of the research are as follows:

A. Result

The results of this application have been implemented
and can be accessed online through the page:
hitps://rsacryptography.com. The following is a view of the
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document encryption application based on the RSA  key will be used to decrypt the received document. The
Asymmetric method, on this page, there are 2 main menus, private key is generated differently for each encryption
namely Encryption, and Decryption. process. So each key will not be the same as one another.

Private key files can also be downloaded directly and stored

R -
An example of the results of the private key generated

Enleipsi dan Dekpsi Fle [ from the encryption process is shown in Figure 5 below :

I private_1800058298 key - Notepad

File Edit Format View Help

== BEGIN RSA PRIVATE KEY-----

MITEowIBAAKCAQEAQQnTgeS1IWMZQZESIGhIBBIHESs I JxrHUIqQK /LCUINGFahx
gzofrdggE47N/7pmikzTp02exuHip2vyig/q5dYg+eKlA+ymBsgoB7 fmsvlZi2zLV
1THAJFFi5ZLWLycSBaBIwxhQSBDAP tyc +P3Qsc ZyCXYTUISYGPC2KAZ6cwrSdoSs
CWc7d@I160h01fuBTr+KFCLQL3vplsdp/611FIH]q6ravHUKay / 1BKNSZ]iMAUCE
7izHfalBgdS /msdAhdUs+usUXgrgn+Z69814TcSDBFPpriy /kiiz iBdkvmlcO17KAB
SuSPANWGh3L /zL E4gPSRnAdwNRWWKUS 185 FBSQIDAQABACTBAC 38+DVSTPRKBWSQ
Hq9WagMdN+ZJoDhnjaSyqSwrkwf /rsyHtenPMAxxRmIGocvC alWNkGtoedtL LoS1U
dEzYMKBPynF //@V/RLWBETuDi ixI7RmI5rqSmem3oloRYHY1LIUZTTCEK2I80Thi
ADhMoSmhtrO1iB39hduxdnfyRqcTr061 In9QF0kD30Xc XEROFPMgMF YiimEnXpUHT
LUudolR teCFRRXOAFPhL ILoUVQnBryaCqGa+PpiFX2aBmAZAZAVENU18QC n1sEWd
YVGBnznUnFIhtZrfydDBACcUlzury IETFTWPCy FmqQOxND4aV+rz13rMZeh0515e
BB/ rEWECEYEALQHSCx36+55HD0KSV3FQBAyWcBVCRSVYPADNsb] 7VSC559pxige
Fy 3 3UVxHuume FyADZul92rMIkM+X6T2C sk jQeuedSGPELWty Batv2BiEfsirY6ed
M/HBNSxdnSVC 3FK1StInLHD1y 1k, 9YMe buupXSupwOi-+8+7EvHV1SUCEYEAZRWE
SLeQgsjBgcVba9yxQoB] iHFT+/vGkzNet IVGZ I 1nWdwERabSveyMO2L j iDOXra2v
OxD1DIiFkFK3IwdX+i72856GUINIIOMHScUMs7UdDsywn 7Y tncSdTFAo9gInFtxCh
MAF /Z+Th48xdkU03p151535561CBQ6F /SpMerOUCgYBELAx8XY 2BTGpsobSIVEC 1
) . ) o M3krd/sAe3LjaS1B+/ghUMewG24rBBUins6EseiYUb3QuUc+9FGAVTZhKIL 16478
Fig. 3. Main Page of RSA Asymmetric Encryption Application kgOCxHAL s2IgprNqUzXLVBXdy/jpPreYBE aPeBdjdtEPAN0+LsHxeTZmF+qBnhis
FBLpYSEksgr3E8/ LubR1FQKBEQCFOJS6Iwn 1+bPgKxqx 2mMF SDHe rb7 2GSp16NMn
PLIphvMpgUQVK1Z§815PIL+ccbbeaFCedC1iQ8cpTqFwij01/yYueYypmgOOCKiW

ririps

For menu 1, namely the encryption process, the 6KkRFZ3/Q/Oh+ggNSeMNARYptX1yvullikGQTxrhkQB2nrdmnve+2s+D/RVTHXhB1P

L . e i stY1BQKBgEHmBZas 2 TyYZtZ0k lhwdzLKI 3cvaFanHABcWYQaFp CMVoYSEYbbba

document to be encrypted is input into the system and then ts2uh1+EAEL+PFHWpypQOq Yk /mydnFYSQuNgLowUBIy 11 tmYkgy YB3KbtaTGweC j
the eucryptiou pl‘GCCSS W'l“ bc Cal‘l‘ied out. Aﬂ'el' the FSrwpOhz+FC94e7CNiblhIxVrOUl skvkV1MSdezLSOQNFAIXMKa

: ' . s . eeeee END RSA PRIVATE KEY-----
encryption process is running, the system will generate

information from the document that has been encrypted in  Fig 5. Private Key of RSA Asymmetric Encryption Application

the form of the original file name, file type, the resulting

private and public key, the name of the encryption file, and  Likewise, the generated public key will be different for each

the time it takes in the encryption process. As seen in Figure  time the encryption process is performed. For an example of

3 below: the results of the public key generated from the encryption
process is shown in Figure 6 below :

) public_ 1600056298 key - Notepad
Fle Edit Fomat View Help

UG MITBTjANBgkqhkiGOwOBAQEFAAOCAQSAMLTBC gk CAQEAGqn7geS IMZQZE9IGh)0

o BIHBSSIDxrHUIqQk/LCUING ahiixgzofrdggE47N/ TomjHzTp02exuHipdvyia/q
; ety o §dYg+eKIA+yn8sgoBTfmsv122zLVITHAAFF5ZLHLveSBa8Tixh(SBOAPEy c+P3(
- — - +¢yONTUISYGPC2KkAZ6cwrSdoSsCHe AT 160h01FubTr+KFCLOT3uplsdp/61i

fIH)q6rAvHUKay /1BKNSZjiMAUCEZizHF a1BgRS /msdAhdU+usUXgrgn+269814T
¢508Pprly/khziBdivml c017K485uSPANWGh3L /2L E4gPSRAdwNIRWHKUB 1050
SQIDAQB
e END PUBLIC KEY-----

Fig. 4. RSA Asymmetric Key Document Encryption Process Fig. 6. Private Key of RSA Asymmetric Encryption Application

All encrypted files are saved in .txt format. This format is the In the decryption process, the private key plays a very
easiest file format to transmit or send on the internet. After important role so that the document can be successfully
the encryption process is carried out, the document and decrypted back into the original document. Each file
private key can be downloaded for further use in the decryption process uses his private key. in other words each
decryption process. Encryption files that have been document has its private key, so only the corresponding
downloaded will be stored directly into the internal storage  private key can decrypt the document itself. The decryption
of the computer used by the user. process is shown in Figure 7 below:

The encryption-decryption process produces 2 keys.
namely Public Key and Private Key. The Public Key can be
known by others. While the private key can only be known
by the recipient of the encryption file, where later the private
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Fig. 7. RSA Asymmetric Key Document Decryption Process

B. Result Evaluation Process

The test carried out is the description test of the 6 types
of documents that are most commonly transmitted via
internet media. All document types have been successfully
encrypted and decrypted. When the encryption file is
opened, the original information has been encoded according
to the RSA encryption result. The insured message
information is shown in Figure 8 below:

Fig. 8. Contents of RSA Encrypted Document Files

All types of documents are tested by obtaining the results as
shown in Table II below:

TABLE I RESULTS OF TESTING ALL TYPES OF DOCUMENTS
e RSA
No File Type Size E"“’_YP““" D"'C’)’P‘“’" Status
(KB) Time Time
(s) (s)
1 Enkripsi.docx 284 0.2808 02386 Succeed
2 | JSApprx 533 0.5034 04411 Succeed
3 | Rab.xlsx 102 0.1018 0.1131 Succeed
4 Usulan.pdf 1.662 1.5733 1 3877 Succeed
5 Flowchart jpg 23 0.0274 0.0343 Succeed
6 | Video.mpd 1.878 1.7106 15132 Succeed

From the testing that has been completed, all types of
documents running properly encrypted and decrypted. From
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the test results, it is also seen that the larger the document
size will affect the time in the encryption and decryption
process. In this system, there are no restrictions on the size of
the documents to be encrypted but in general, in the process
of sending documents through the internet, each application
has different restrictions. So it is still recommended that the
size of the document file to be encrypted can adjust to the
application that will be used to transmit the encrypted
results. Decryption and encryption with a shorter time is
necessary so that the process becomes effective and efficient

IV. CONCLUSION

The conclusion of this research is application software can
perform process encryption, decryption, and verification
with success, thus providing security that is an aspect of
confidentiality and data authentication. In all processes
handled by the RSA algorithm, the key size is directly
proportional to the processing time/speed. The average
Encryption time is faster compared to the decryption time.
The encryption result has a size larger than the original file
size because it has been encoded in another form according
to the RSA algorithm. The longer and bigger the input size,
the longer it will take required for encryption.
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